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Generative Al is reshaping the cyber threat landscape according
to new Lloyd’s report

Lloyd’s, the world’s leading marketplace for insurance and reinsurance has today published a new report on how
the rapid evolution of Generative Artificial Intelligence (GenAl) technology will impact the cyber risk landscape,
requiring businesses to build greater resilience to these evolving threats.

The report - Generative Al: Transforming the cyber
landscape — focuses on cyber as one of the most
complex and critical risks threatening national security
and businesses today, with the dynamics of the risk
landscape already posing many challenges.

The emergence of Al, particularly unrestricted advanced
GenAl models, is set to reshape the cyber landscape as
it augments both threat actor and defensive capabilities.

Cyber insurance has a key role to play in helping
businesses and broader society understand and manage
this ever-evolving threat. It is important that businesses
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and the insurance industry take proactive steps to
manage the potential changes to the threat landscape.

Despitethe advanced capabilities of GenAl technologies
and applications of Large Language Models (LLMs)
to cybercrime, material impacts on the cyber threat
landscape have so far been minimal. This is due to
the industry’s safety mechanisms and effectiveness of
Al model governance and cost and hardware barriers
which have prevented widespread misuse by threat
actors.

However, as they become more accessible they pose
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an increasing risk, creating potential opportunities for
threat actors to use the tools in malicious ways, leading
to harm or damage for people, property, and tangible
and intangible assets.

The impact of GenAl on the cyber landscape is likely
to increase the frequency, severity, and diversity of
smaller scale cyber attacks, which will grow over the
next 12-24 months, followed by a plateauing as security
and defensive technologies catch up to counterbalance
their impacts.

Read the Generative Al report

Source: Lloyd

Swiss Re publishes Sustainability Report 2023

The Sustainability Report 2023 provides transparency on progress made in implementing the Group Sustainability

Strategy during the year.

Swiss Re published the Sustainability Report, together
with the company’s Financial Report and Business Report.
The Sustainability Report 2023 is the first published in
accordance with the new legal reporting requirements in
Switzerland, and will be subject to a vote by shareholders at
the 160th Annual General Meeting in April 2024.

The Sustainability Report describes how Swiss Re has
implemented the two ambitions of our Group Sustainability
Strategy: advancing the net-zero transition and building
societal resilience. To support the net-zero transition, in
2023 we published our insurance-associated greenhouse
gas emissions, as well as our net-zero insurance targets for
selected single-risk underwriting portfolios, for the first time.
Additionally, in 2023, the first full year without COVID-19
travel restrictions, we reduced greenhouse gas emissions
from business air travel by more than 60% compared to
2018. On the asset management side, we reduced the carbon
intensity of our corporate bond and listed equity portfolio by
45% relative to the base year 2018.

Supporting the building societal resilience ambition, in

2023 we helped to reduce the protection gap by providing
natural catastrophe protection amounting to USD 5.7 billion
in premiums across the Group and reinsured 212 million
Life & Health policies (in force).

Swiss Re’s climate-related financial disclosures (TCFD)
as well as a description of our approach to sustainability
governance, both of which were previously part of the
Financial Report, have now been fully integrated into the
Sustainability Report.

The Sustainability Report 2023 has received independent
limited assurance from KPMG AG and was approved by our
Board of Directors on 12 March 2024.

In addition to the Sustainability Report, you can find a
presentation containing Extracts from the Sustainability
Report as well as a downloadable Excel file containing
sustainability data, on Swiss Re’s Financial Information
page.

For a comprehensive overview of our performance in 2023,
the Sustainability Report should be read in conjunction with

the Financial Report.

Source: Swiss Re

Insurers exiting high-risk areas as climate losses rise 360%:

Bloomberg

Bloomberg Intelligence (BI) has said that a 360% rise in insured losses in the past three decades from the increased
frequency and intensity of natural disasters is causing insurers to “hike premiums and exit high-risk areas,”.

At the same time, transition risk associated with the
assets backing these liabilities is said to be “pressuring
insurers” to cut coverage of polluting sectors in their
investment portfolios.

According to BI, global insured losses from natural
disasters in 2023 are estimated at $118 billion, which is
well above the 2017-21 average of $97 billion.

The BI team also explained that more than 50% of

the top 20 global reinsurers held or cut their natural-
catastrophe exposure in the January 2023 renewals.

This includes: Allstate, who are set to stop writing new
policies in wildfire-prone California, and AIG, who
has also retreated from new business in the state and
is set to curb home-insurance for wealthy customers in
certain ZIP codes across the United States.

However, BI noted that in the short term, reducing


https://www.swissre.com/sustainability/stories/sustainability-report-2023.html
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natural-catastrophe exposure may cost insurers.

A key example is AXA XL Reinsurance, who raised
prices 10% in 2023 but ended up taking in 5% less as a
result of cutting exposure.

Grace Osborne, BI ESG Analyst, commented: “A
repricing of climate risks has seen global property
catastrophe-reinsurance rates rise by as much as 30%
at the start of 2024. Rising premiums have served
to improve loss ratios (total losses paid by insurers
plus adjusted expenses over total earned premiums),

Arab Insurance .
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despite increased insured losses, only Allstate and
RenaissanceRe seeing a rise in loss ratios in 2000-22.
However, if the rate of increases continues consumer
appetite to shift climate risk to insurers could decline.”

Adding: “Increased frequency of climatic events has
exposed insurers to more risk as reinsurers are reducing
their exposure to secondary peril events by raising the
loss threshold for reinsurance to kick-in. Smaller, more
frequent events, such as the 25 Severe Convective
Storms last year, are therefore creating balance sheet

attrition volatility for insurers.”
Source: Reinsurance News
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Companies News

GAIF’s Countries members:

.f/"
Arab Insurance United Arab Emirates

ws

5% o2 2024 (§ ShleYb &S el LLudl o) ke 54.4

Ol LladwN ”ledel” Sy u\)wa\}‘a.xJ\ ALl Luw)sgy
& LSl el bLudl 268 Juas O cdplaitandly b yaoll
JWe 54.47 2024 pladl 3 DY9s HlWe 14.8 Ul whLYl dgs
foJ‘ s« ) _)LJA 51 8” )})33 _)LJ.A 14.1 5 4))[9.,0 ”(o.,(b))
5% w S g uul.w\ ol.c \}m L)“K’U L 2023 LS\QLAJ‘
4?:Jjw ol « “oly” ubl.o)l\ sl UL wlow s 38 2Bls Jb3
L)uLw‘ ul:_ lgad Jgid ol Byl o dladl ae e ol
ol &9344 Losd cdl}e_” eldl dolge 5.3% dwds o) Lol (_g S giws
34%W\yaohzj|&umu|<buﬂdxw
DU AHLY) el wE aslos of gl oo 4T Blsy
dals de douydl e diles Olgtue Je dldadl dl> )
&J)L“mg cd&“ﬂ 5,&»”3 cM\M‘ (5.)[443-&9)“ &Jy,d\ ub.)l.m
cual.,ms)l\ djj.wb Lc}Q.J.A g8 ULC BEYIC) db) Y aUg.JJ\ 38
Apadaially duas ) 78161 8939 ‘@LMJ\
cdondl e Jlaatdl ws (el plad GhleYl gudas ol Jl ,lals
pedo Osels 6.7 QAJ«S\ dl 4é gdeewadl sue oy sy
o0 |J~A)ﬁ k_».b_‘).u“) L)‘ &9_9».4;)\ U"° 44.]3JJ\ Lg 2023 jkﬁ—qy d}lx
Bl ae e o] tlh_@}m ! ealuog Jleadl
JLD‘ o0 39.3% (e 3wl d)ho)” uul.d\ &Ua.s ol 61,03\_9
‘QL;.H I (aedzdl oyl U*‘J*’“’ Jo 401 4aSa)! bbludYl
L};uaw\ow\};&cwu\@ﬂ uyhm\lxwuczozz
sl Jgd LN Sl blusYl db\ oo 78.5% 4l
Jle O8I o (£9l L5 o pey Ao 2l oda Jaxd G
dLoJ\ ol danly 8L e blaxllg (dusuall ol
ul.c WL;JJ d}w J’\SSL@.AJKA vl_c g_)JLo)H 4]3_\ Dol Q| 69-9)5
c\,Jl.a.>)“ W\ bL«s)’\ ‘Q.é.au) ub uL«_‘)y i LA?LA.L’> oLoJ\
Jlozr o Loy 73.4% s hWYI § 8Ll e calal
09l Ludxo Jgo (3 8Ll e el A1 4aiSled) Lyl

Top 100 insurance companies in Africa

Africa: Figures in millions

2002 | (s Classof | (o Inzlgijl furnover Inzlgiilmmover 2021-2022
rank business In USD In USD | evolution
currency currency
6 Wafa Assurance C Morocco 10 425 983 9 089 973 14.70%
8 RMA C Morocco 8076 761 7 681 822 5.15%
10 | Mutuelle Taamine Chaabi \Y Morocco 7 345 692 6 308 675 16.43%
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2022 r 2021 r
2002 | (s Classof | (oo 12ca lmmove = lgca lmmove 2021-2022
rank business In USD In USD | evolution V
currency currency
14 | Axa Assurance Morocco C Morocco 6 028 568 5567 596 8.27%
15 | Sanlam Assurance C Morocco 5955 561 5621 601 5.93%
16 | Misr Insurance @ NV Egypt 10 388 552 9591 611 8.31%
17 | AtlantaSanad C Morocco 5404 509 5401 578 0.05%
18 | Misr Life Insurance Co. @ \Y Egypt 9100 483 7653 487 18.91%
24 | Allianz Life Egypt @ \% Egypt 6119 325 5043 321 21.34%
29 | Metlife Egypt @ \% Egypt 4993 265 4 085 260 22.21%
34 | MCMA C Morocco 2270 214 2 067 221 9.83%
35 | Moroccoaine Vie \Y% Morocco 2269 214 2339 250 -3.01%
36 | SAA NV Algeria 29 168 212 28 800 206 1.28%
37 | AXA Life Egypt @ A% Egypt 3966 211 3308 211 19.89%
42 | CAAT NV Algeria 26716 194 25 404 182 5.17%
53 | Allianz Assurance C Morocco | 1486 140 1427 153 4.16%
Morocco
54 | CASH Assurances NV Algeria 18 796 136 16 097 115 16.77%
57 | STAR C Tunisia 386 123 368 128 4.92%
58 | MAMDA NV Morocco 1278 120 1172 125 9.04%
59 | CAAR NV Algeria 16 496 120 16 257 117 1.47%
61 | CAT NV Morocco 1264 119 1177 126 7.35%
68 | GIG Egypt @ NV Egypt 2003 106 1463 93 36.87%
70 | Orient Takaful Ins. Co. @ NV Egypt 1 866 99 1284 82 45.40%
71 | Allianz Insurance Egypt @ NV Egypt 1 848 98 1237 79 49.36%
73 | CNMA NV Algeria 13 285 96 12 643 91 5.07%
78 | MATU NV Morocco 863 81 714 76 20.81%
79 | COMAR C Tunisia 253 80 233 81 8.32%
81 | ASTREE C Tunisia 236 75 218 76 8.06%
82 | GAT C Tunisia 235 75 202 70 16.07%
86 | Maghrebia NV Tunisia 226 72 187 65 20.73%
87 | Bupa Egypt ® NV Egypt 1 346 71 1127 72 19.46%
91 | Suez Canal Insurance @ NV Egypt 1323 70 1114 71 18.73%
94 | Assurances BIAT C Tunisia 206 66 171 59 20.35%
95 | CIAR NV Algeria 8 857 64 8 652 62 2.37%
98 | GIG Life Egypt @ \% Egypt 1161 62 923 59 25.79%

(1) Evolution in local currency
(2) End of financial year 30 June
(3)End of financial year 31March

GAIF’s Countries members:

L= Life company

NL= Non-life company
C= Composite company

AM Best’s Credit Ratings, March 2024

AMB#  Name

ALGERIA

095826  Compagnic Algerienne
des Assurances

090777  Compagnie Centrale de

20240818 (s 240 Sded) 8

Réassurance

Ultimate Parent ICR

bb+

bbb-

Outlook/ Implication FSR

Stable

Stable

B

B+

Source: Atlas Magazine

Outlook/ Implication

Stable

Stable




AMB# Name
BAHRAIN
043012 Arab .War Risks Ins.
Syndicate
Bahrain Kuwait Ins. Co.
085489 BS.C.
The Bahrain National
087928 Ins. Co. BSC @
Gulf Insurance Group
090814 (Gulf) B.S.C. ©
Saudi Arabian Ins. Co.
092458 BS.C ©
Solidarity Bahrain
088717 BS.C.
Takaful International
090250 Co. BSC
EGYPT
GIG Insurance - Egypt
090946 SAE
085257  Misr Ins. Co.
092571  Misr Life Ins. Co.
Orient Takaful Ins.
094093 Co. (S.A.E)
091123 Suez Canal Insurance
JORDAN
091740 Arabia Ins. Co. -
Jordan
091584  First Ins. Co.
078183 Gulf Ins. Group -
Jordan
088866  Jordan Ins. Co. Plc.
089837 Middle East Ins. Co.
Plc
092539  National Ins. Co.
KUWAIT
Al Ahleia Ins. Co.
086804 S.AK.P.
Gulf Ins. and Reins.
090950 Co. K.S.C. (Closed)
Gulf Ins. Group
090842 K.S.C.P.
Kuwait Ins. Co.
085576 S.A.K.P.
Kuwait Reins. Co.
085585 K.S.C.P.
LEBANON
089190  Arab Reins. Co. SAL

2024/03/413
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‘Ultimate Parent ICR

bbb+

Fairfax Financial
Holdings Limited

Bahrain National
Holding Company
BSC

bbb+

Fairfax Financial
Holdings Limited

Mawarid Holding
Company

Al Salam Bank
B.S.C.

bbb-

bbb+

Fairfax Financial
Holdings Limited

Fairfax Financial

Holdings Limited bbb+

Sovereign Fund
of Egypt bbb

Sovereign Fund

of Egypt bbb
Al Futtaim
. .. a+t
Holding Limited
Green Valley Investment bb-
& Development
Arabia Ins. Co. bb
s.al.
Al Salam Bank
+
B.S.C. bbb
Fairfax Financial
Holdings Limited bbb+
bb+
Middle East
Holding Company bb+
bb
Al Ahleia Ins. )
Co. S.AK.P.
Fairfax Financial
Holdings Limited
Fairfax Financial
Holdings Limited
a_
Al Ahleia Ins.
Co. S.AK.P. g
bb-

Stable

Stable
Stable
Stable
Negative
Stable

Stable

Stable
Stable
Stable
Stable

Negative

Negative
Stable
Stable
Stable
Negative
Stable
Stable
Stable
Stable

Stable

Stable

Stable

7

Outlook/ Implication FSR

B+

B+

B++

B++

B++

B++

B++

Outlook/ Implication

Stable

Stable
Stable
Stable
Negative
Stable

Stable

Stable
Stable
Stable
Stable

Negative

Negative
Stable

Stable
Stable
Stable
Stable

Stable
Stable
Stable
Stable

Stable

Stable
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AMB# Name
LEBANON Cont.
091312  Arabia Ins. Co. s.a.l.
MOROCCO
084052 So’ciété Centrale de
Réassurance
OMAN
078110  Liva Group SAOG
QATAR
Damaan Islamic Ins. Co.
094073 ‘BEEMA’ (Q.P.S.C.)
Qatar General Ins. &
085452 Reins. Co. QPSC
078335  Qatar Ins. Co. Q.S.P.C.
Qatar Islamic Ins.
078631 Group Q.P.S.C.
TUNISIA
083349 chuété Tunisienne de
Réassurance
UNITED ARAB EMIRATES
Abu Dhabi National Ins.
085825 Co.PJ.S.C.
Abu Dhabi National
090708 Takaful Co. P.S.C.
090007 Al Dhafra Ins. Co. P.S.C.
Al Fujairah National
090711 Ins. Co. PJSC
078732  Alliance Ins. (PSC)
090584  Dubai Ins. Co. (PSC)
Dubai National Ins. &
090716 Reins. P.S.C.
085401 Emirates Ins. Co. P.J.S.C.
National General Ins.
090718 Co. (PJ.S.C)
078593  Orient Ins. PJSC
095842  Orient Takaful PJSC
090357  Union Ins. Co. PJ.S.C.

e
0
7
= 7/
&
%

z

7

Ultimate Parent ICR

Arabia Ins. Co.
s.al.

bbb-

Caisse de Depot

et de Gestion bbb

Oman Intl Development
& Investment Co

Qatar General Ins.
& Reins Co QPSC bbb

Qatar Ins. Co. Q.S.P.C. a-

bb

bbb+
bbb

Al Futtaim
Holding Limited

Al Futtaim
Holding Limited

at

at

bbb-

’\\§b

Outlook/ Implication FSR

Stable

Stable

Stable

Stable

Negative
Stable
Stable

Negative

Stable

Stable
Stable
Negative

Stable

Positive
Stable
Stable

Stable
Stable

Stable

Stable

B+

B++

B+

B++

B+

Outlook/ Implication

Stable

Stable

Stable

Stable

Negative
Stable
Stable

Negative

Stable

Stable
Stable
Negative

Stable

Positive
Stable
Stable

Stable
Stable

Stable

Stable

Source: AM Best
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Disclamer:
The opinions expressed in the articles doesn“t reflect GAIF positions;
the statistics are the sole responsibility of the articles authors
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